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Introduction

The DNP3 protocol is used to exchange data reliably between partners on a link or over a
communication network. The following topics are addressed in this document:

1- Introduction to the DNP3 protocol, which describes static data, events, event stacks,
classes of events, variations, groups, objects, reading the data, protocol functions,
unsolicited responses and levels of implementation.

2- Integrating the DNP3 protocol in the RightWON, which describes the interrelationships
between the IEC 61131-3 PLC application, fieldbus manager, DNP3 stack, network
management link and the equipment. It describes the licenses that are available for
using the protocol. It presents an example that will be used in this manual to show how
the DNP3 protocol is configured.

3- Tutorial on DNP3 Slave configuration, which describes installation of license key, insertion
and basic configuration of the DNP3 Slave, the DNP3 port, a Session and variables, with
an example of configuring the DNP3 protocol in static or event mode.

4- Tutorial on DNP3 Master configuration, which describes installation of the license key,
insertion and basic configuration of the DNP3 Master, the DNP3 port, a Session and
variables, with an example of configuring the DNP3 protocol in static or event mode.

5- Example of the data exchange between Master and Slave, which describes operations
between a Master and a Slave using the DNP3 example.

6- Configuring a project in Master/Slave mode, which describes the configuration of a DNP3
Master/Slave application.

1.1. Introduction to the DNP3 protocol

The DNP3 protocol is used to exchange data reliably between a Master and one or more Slaves.
The DNP3 protocol provides functions for exchanging data using a standardized format. The
protocol allows the exchange of static data and events.

1.1.1. Static data

Static data refers to snapshots of data values. For example, a static binary input refers to the
current state (e.g. On or Off) of a device. A static analog input refers to the value of a
measurement at the moment it is exchanged between the Slave and the Master (e.g. the value
of the current or voltage on a pole). The DNP3 protocol permits retrieval of some or all of the
static data from a Slave station.

1.1.2. Events

Events are associated with something significant that is happening at the outstation. Examples
are state changes on binary inputs, analog values that exceed certain thresholds, the most
recent information available, etc. An event occurs when a binary input changes value (e.g. On to
Off) or when an analog value undergoes a change that is greater than its allocated deadband.

1.1.3. Event stacks

Since several successive events can occur on the same point during communication exchanges
between partners, the events are stored in FIFO (First-In First-Out) stacks. DNP3 offers event
stack reporting with or without timestamps, so the Master can have the chronology of events.
The Master can request DNP3 event reporting on demand. Usually, a Master will update more
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rapidly if it requests events from the outstation most of the time, with the occasional request for
retrieval of static data to ensure integrity.

1.1.4. Event classes

DNP3 divides events into three classes: Class 1 events are considered the highest priority,
followed by events in classes 2 and 3, the latter being the lowest priority. The Master can send
requests to retrieve specific class 1, 2 or 3 events or any combination of these.

1.1.5. Variations
DNP3 has provisions for representing data in different formats, called variations. Thus static
analog data (present values) can be represented as follows:
1. A 32-bit integer value with the status
A 16-bit integer value with the status
A 32-bit integer value
A 16-bit integer value
A 32-bit real value with the status
A 64-bit real value with the status

The status is a single-byte field that indicates whether the measurement source is online,
whether the data source has been renewed, whether communications with a downstream source
have been lost, whether the data has been forced and whether the value is above threshold.

o0k wN

Not all DNP3 devices support the 6 data variations, but all devices must be able to transmit the
simplest variation so that any receiver can interpret the message.

Analog event data can be represented by the following variations:

1. A 32-bit integer value with the status

A 16-bit integer value with the status

A 32-bit integer value with the status and timestamp
A 16-bit integer value with the status and timestamp
A 32-bit real value with the status

A 64-bit real value with the status

A 32-bit real value with the status and timestamp

A 64-bit real value with the status and timestamp

©NO O AN

1.1.6. Groups

Groups permit the differentiation of static data from events, for example, to distinguish
variations 1 and 2 of analog events from variations 1 and 2 of static analog values.

For example, static analog values may be assigned to group 30 while analog events are
assigned to group 32. Group 30 can be formatted in one of the 6 variations, and group 32 can
be formatted in one of the 8 variations associated with analog events.

When a Slave transmits a response message that contains data, the message identifies the
group number and variation for each data value in the message. Group and variation numbers
are also assigned to counters, binary inputs, controls and analog outputs. In fact, all types of
valid data and DNP3 formats are identified by group numbers and their variation.

ata
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1.1.7. Objects

The objects in a message are the coded representation of data obtained from a point or other
structure. The format of the object depends on the group and selected variation number. Thus
when transmitting data, the sender must properly encode the information so that the receiver
can correctly analyze and interpret the data. The bits and bytes associated with the dataset in
the message are called objects.

1.1.8. Reading the data

The DNP3 Master formulates requests that indicate to a Slave station what function it must
perform, such as reading, while specifying the type of data to be obtained. The request may
specify the desired number of objects, specific objects or a series of objects from index number
XtoY.

In the RightWON, requests from the Master are function blocks that interact with the DNP3
stack. Upon receipt of a request, the Slave station validates it to prevent errors, then assembles
the response message from Variables identified in the profile.

1.1.9. DNP3 protocol functions
Reading the data was dealt with briefly in the previous section, but DNP3 software is designed
to manage other functions, as well. Among other things, the Master can perform the following
functions:

e Synchronize the clock on the Slave station(s),

e Request to freeze running counters to prevent data loss between two successive requests
for a read of the counters,

e Send control operations over digital output points or settings over analog outputs using
the “Select-Before-Operate” or “Direct-Operate” operating sequences,

e Request a read of a class,

e Request a read of a group in a specific session,

e Request a read of one or more data items in a specific session,
e Send a binary command in a specific session,

e Send a binary command,

e Send an analog command,

e Write a character string in a specific session.

1.1.10. Unsolicited responses

Unsolicited responses are the transmission of unsolicited messages. This is an operating mode
where the Slave station spontaneously transmits data without prior receipt of a specific request
from the Master. Not all DNP3 Slave stations have this capability. This mode is useful when the
Master communicates with several Slaves and requires notification as soon as possible after an
event has been triggered. Rather than waiting for a polling cycle from the Master, the Slave
station sends an unsolicited message. Before configuring a system for unsolicited messages,
system interoperability and communication link specifications must be considered.

1.1.11. Levels of implementation

The DNP3 organization (www.dnp.org) acknowledges that the support of all features offered by
the protocol is not necessary for all applications. The DNP3 organization has defined three levels
of application complexity:

e Level 1 simply provides the basic functions; all others are optional.
e Level 2 offers more features concerning groups and variations.
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e Level 3 is the most sophisticated.

Each level limits the request/response combinations in order to simplify implementation and
ensure system interoperability.

1.2. Document scope

This document describes the integration of the DNP3 communication protocol in the RightWON
system using the RightWON Configuration Suite software.

1.2.1. Other documents
For further details on the information in this document, refer to the specific manuals below:

Reference No. Document Name

RWMO000010-MA RightWON Configuration Suite Manual
RWMO000020-MA RightWON — User Guide

RWMOO00050-MA RightWON Satellite — User Guide

RWMOO00060-MA RightWON Engine IEC61850-3 — User Guide
RWMOO00061-MA RightWON Engine Rackmount — User Guide
RWMO000062-MA RightWON Engine Standalone — User Guide
RWMO00080-MA RightWON Configuration Suite — Application Guide

1.3. Document conventions
To facilitate the reading of this document the following conventions are used:

¢ Menu/dialog controls and items are in bold, e.g. Options/Advanced settings..., as are
buttons, e.g. OK

e Names of Categories, Users, Sectors and Tags defined by the system integrators are in
italics, e.g. John Smith, Generator

e Application-specific items such as Sector, Tag, Category and User group begin with a
capital letter

e Hyperlinks are in blue

e The A\ symbol is used to raise the reader's attention.

© 2013 Vizimax, Inc. Vizimax 4
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1.4. Safety precautions

To ensure the safety of personnel and products, and to prevent the risk of accident, you must
strictly follow the cautions and warnings written on product labels, in the manuals and on the
RightWON product packaging.

To ensure proper operations of the RightWON product, read this manual in its entirety before
proceeding to the other stages of learning, hardware installation, configuration or operation.
Make sure that you fully understand the product and all information provided in this manual. For
further information, contact your representative (certain fees and conditions may apply,
depending on the type of service requested).

1.4.1. Warnings N

RightWON products are not designed for safety management applications or as security devices.
Mishandling of this product could cause critical situations leading to personal, equipment or
property damage, network failure, loss of data, electrical shock, serious injury or even death. To
prevent such events from occurring:

e Take all possible measures to ensure the security of your systems through the use of
appropriate equipment that meets the requirements of the application. This will help
preserve the integrity of your systems in the event of product failure or other external
factors.

e To prevent the risk of explosion, do not use RightWON products in areas where
explosives are stored without taking appropriate measures as defined by the standards
and regulations in effect, obtained from the proper local authorities.

e To prevent damage to electronic components, do not expose this product to open flame
or submit it to environmental factors that exceed the recommended levels.

e Batteries may explode if they are not handled with care. Do not recharge, disassemble
or dispose of in fire. We recommend that you recycle these items by taking them to the
appropriate collection service.

1.4.2. Cautions /N

e Make sure that RightWON products are managed by qualified personnel who have been
properly trained to install, configure and troubleshoot them.

e Always configure and operate this product within the technical specifications and
operating criteria recommended by Vizimax, as cited in this manual and the other
technical documents available.

e Use homologated external emergency devices, including but not limited to: emergency
stop, emergency signaling, interlock and safety circuitry.

e Properly connect and secure removable cables and connectors. Loose connections could
overheat and catch fire.

e Protect all power supplies and connect to ground on the equipment using an appropriate
connection. Failure to protect and/or ground the equipment could lead to fatal electrical
shock.

e Take all possible measures to prevent foreign materials from falling into the product
interior (liquids, flammable materials, metal objects, etc.).

e Turn the equipment off and disconnect all sources of power before undertaking any
procedure whatsoever on the equipment.
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Integrating the DNP3 protocol in the RightWON

2.1. DNP3 management

DNP3 protocol support is an optional component of the RightWON which requires a license key
for the Master, the Slave, or a combination of the two. The RightWON supports all three
operating modes of the DNP3 communication protocol:

1. Master mode: Allows the RightWON to exchange data with one or more intelligent
devices operating in Slave mode. This may be a measurement device, another
RightWON, etc. Master mode is typically used for carrying out communication gateway
functions, such as those between an IEC 61850 client and a DNP3 Slave.

2. Slave mode: Allows the RightWON to manage the information and exchange it with the
Master. This information can come from local inputs/outputs integrated with the
RightWON, remote inputs/outputs on the CANbus, or intelligent electronic devices (IEDs
or PLCs) connected to the RightWON. Slave mode is typically used to meet the needs of
intelligent RTUs.

3. Master/Slave mode: Allows the RightWON to run in mode 1 and, in addition, act as a
bridge to the outside so as to exchange the data gathered from RightWON Slave stations
with another external link that uses the DNP3 protocol.

In the following figure the three operating modes: Master, Slave and combined Master/Slave,
are illustrated in typical applications.

Error! Objects cannot be created from editing field codes.

All data carried by the DNP3 protocol are translated into variables in the IEC 61131-3 PLC
application. Thus, the protocols are managed using the fieldbus manager grror1 Objects

cannot be created from editing field codes. under the supervision of PLC automation
programs. The fieldbus manager exchanges the variables between the DNP3 stack and the PLC
application. The correspondence between variables and addresses/protocol functions is
established in the fieldbus manager environment.

ata
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In the application the Master protocol is managed using function blocks that are specific to the
DNP3 protocol. For example, a specific function allows the Master to send a control command to
a point on a Slave outstation. The PLC application that manages the Master thus has an active
role in protocol management and initiates the transactions. However, only one assignment of
variables to addresses/protocol functions is required, using a communication profile §.

The RightWON supports the DNP3 Master and Slave protocol on several types of communication
links:
1. Ethernet link using TCP/IP.
2. PPP connection, which permits establishing a network connection over a serial connection
(modem or cellular telephone).
3. Direct RS-232 or RS-485 serial connection.

The Links manager in the Network Configurator grror1 Objects cannot be created from
editing field codes. allows you to select the type of communication link provided by the
RightWON hardware configuration.

2.2. DNP3 protocol in static or event mode
Here are two basic methods for using the DNP3 protocol on a Master and Slave that
communicate together:

Slave and Master in static mode: In this case all static points (variables) on the Slave station
are retrieved periodically when the Master station sends an integrity data poll.

If event Variables are declared in a Slave station configured in static mode, the Slave transmits
the events.
Slave and Master in event mode: As soon as the Master and Slave are connected, the Slave

sends the events to the Master station. When new events occur in the Slave station, they are
sent to the Master station according to the configuration and the event class priority.

© 2013 Vizimax, Inc. Vizimax 7
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If static Variables are also declared, the Master must be configured to execute an integrity data
poll to periodically retrieve all static Variables.

2.3. License key for the DNP3 protocol

DNP3 protocol support on the RightWON platform requires prior installation of a license key
(dongle) that is chosen according to the platform model and the protocol operating mode. A
license key is required for each RightWON unit. The RWU-Protocol dongle is intended for the
modular RightWON CPU (RWU 010000) and the RWE-Protocol dongle is for the RightWON
Engine series (RWE 04xxxX).

Product Description Product No. Comments

RWU/PROT/DNP3/SLAVE RWC 00AROO

RWU/PROT/DNP3/MASTER RWC 00AS00

RWU/PROT/DNP3/MASTER+SLAVE RWC 00ATOO

RWE/PROT/DNP3/SLAVE RWC 00ARO1 Supports up to ten (10) concurrent Slave
sessions.

RWE/PROT/DNP3/MASTER RWC 00ASO1

RWE/PROT/DNP3/MASTER+SLAVE RWC 00ATO1

RWU/SAT/PROT/ALL RWC 00BS00 This license permits the use of all available
communication protocols for a limited period
of two weeks for one RightWON unit.

RWE/PROT/ALL RWC 00BSO1 This protocol is available for system
integrators and the sales network.

You can obtain the license key from your Vizimax representative. You must register the license
key on the platform before you can use it.

2.4. DNP3 tutorial example presentation

The tutorial example on DNP3 configuration includes one Slave and one Master that
communicate with each other via the DNP3 protocol over a serial communication port. In this
example, the Slave simulates an anemometer. Variables include the wind speed (rWindSpd),
wind direction (diWindDir), and the opening/closing of a circuit breaker (bOpenBreaker) and
pressure valve (bOpenCloseValve). The anemometer measures the wind speed (rWindSpd) and
direction (diWindDir). The Slave sends events to the Master, or the Master performs an integrity
poll to retrieve data from the Slave. When the Slave requests the opening or closing of the
circuit breaker, the Master sends a binary command to change the status of the circuit breaker
(bBreakerSts). When the Slave requests the opening or closing of the pressure valve, the
Master sends an analog command to change the pressure of the valve in the Slave
(rPressureValve).

ata
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Tutorial on DNP3 Slave configuration

Configuration of a DNP3 Slave in the RightWON requires the following steps:

1. Installing the license key for the DNP3 protocol
2. Adding the DNP3 Slave protocol to the RightWON configuration
3. Configuration parameters for the DNP3 Slave
4. Inserting a communication port
5.
© 2013 Vizimax, Inc. Vizimax
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Configuring the communication port
6. Inserting a data block (Session) on the DNP3 port
7. Configuration parameters for a Slave Session
8. Adding a Variable
9. Configuring a Variable
10. Configuring DNP3 commands from the Master station
11. Configuring error report variables
12. Example of DNP3 Slave static configuration
13. Example of DNP3 Slave event configuration

3.1. Installing the license key for the DNP3 protocol

To activate the license key for the DNP3 protocol, follow the steps provided in the section
Activate your RightWON advanced features license of the document RWM000010-MA-en,
RightWON Configuration Manual.

3.2. Adding the DNP3 Slave protocol to the RightWON configuration

The DNP3 Slave can be added to the RightWON configuration when a new project is created, or
through the fieldbus manager by carrying out the following operations:

1- Start the fieldbus configurator by clicking Fieldbus Configurations ﬁ'; in the toolbar.

2- Click Insert Configuration... = in the editing area toolbar.
3- Expand the DNP3 configuration in the new Add Configuration window and double-click
on the DNP3 Slave protocol.

Y RightG

File Edit View Insert Project

Tools  Window Help

AN AR T ey | g ) € A B el 5 %Al
Workspace 10 Drivers
- 2 Demol1 = RightwOM
----- [C3 Exception programs -8 Hardware
=1 Programs g [H-E5 Metwark
: L [ Main -- Remate Management
- ‘Watch [for debugging] = ) .
b ot seope cnfiguration
v Soft § | | Add Config [
------- =4 Iritial walues B —
------- ﬁr Fieldbus Configurations <lsses o et
------- & Binding Configuration 5 - )
------- g Global defines [ CAM
------- {2t Wariables B £ DNP3
------- B Tupes e o Db
E1- IEC 0870 ONP3 Slave
[+ EC 61850
- MODBUS
4- Next, you must configure the DNP3 Slave protocol.
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3.3. Configuration parameters for the DNP3 Slave

After adding the DNP3 protocol, you can configure it using Fieldbus Configurations ﬂ'; The
DNP3 protocol can be configured in static or event mode. To view the parameters to configure,
click on the DNP3 Slave in the 10 Drivers window.

Double-click a parameter to configure it. Enter the data in the field and press Enter on the
keyboard. To enable (checked box) or disable the parameter, click on the box.

T STRATON - Weather Guard S.w5|

File Edit View Insert Project Tools Window Help

N EIE 1R X o9 o | B H&ERE AR S RA
Workspace 10 Drivers *

2 SlaveEw = P4F DMP3 Slave Level 3 (V2] || Mame | Walug
[ Excephion programs 2 4 Rightw/ON Log traces [}
[ Programs )
1 Watch [for debugaing) 8 [ Default Clags Event ]
& Acquisition = ... [2] Binary input event Twi0
= Iritial valuesz E_ ... [4] Double bit input event NOME
&4 R5232 ... [11] Binary output event HOME
45 Fisldbus Configurations E_ ... [22] Counter event MOME
!]& Binding Caonfiguration ] ... [23) Frozen Counter event NOME
jg Global defines T ... [32) Analog input event arME
&} Global variables B+ ... [42) Analog output event status - MOME
B Types ... [111) String Event MOME

[ Default variation |

Here is the list of available parameters on the right side of the 10 Drivers window:

1. Log traces: The log messages are displayed in the runtime tab of the output window of
the RightWON Configuration Suite. This should be reserved for troubleshooting.

2. Default Class Event: Defines the property of a class of points that will be used if the
default is selected for the Variable, with the following options:

NONE: Class O defines the static points.

ONE: Class 1 defines points in high-priority events.
TWO: Class 2 defines points in medium-priority events.
THREE: Class 3 defines points in low-priority events.

3. Default variation: Defines the variation that will be used if the default option is selected

for a point that has the static variation or event variation property. The objects for a
point's static variation or event variation properties are divided into two (2) groups:

a. Static Objects: 1, 3, 10, 20, 21, 30 and 40.
b. Event Objects: 2, 4, 22 and 32.

© 2013 Vizimax, Inc. Vizimax 11
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[ Default variation ]

... [23] Frozen Counte... 5: 32-bit with flag and time

... [30] Analog input : Single-prec fit-pt with flag

... [1] Binary input 1: Packed farmat
. [2] Binary input ev... 12 Without time
... [3]1 Double bit input 1 : Packed format
... [4) Double bit input... 2 : With absolute time
... [10] Binary autput 2 Output ztatus with flags
. [11]1 Binary autput .. 1 : Status without tirne
... [20] Counter 5 : 32-bit without Flag
... [21] Frozen Counter 3 : 32-bit without flag
... [22] Counter event 1 : 32-bit with flag
5
5
- [32) Analog input ... 1 : 32-bit without time

... [40] Analog output... 1 : 32-bit with flag

... [42) Analog output... 1 : 32-bit without time

4. Event mode: Defines the event mode that will be used for unsolicited messages. There
are two options:

a. ALL: Sends all events in chronological order.
b. MOST RECENT: Sends only the most recent event for each point.

5. Max Event Count: Defines the maximum number of events in unsolicited messages for
each group.

6. Device attributes: Allows the Master station to read specific information from the Slave,
using the following user-configured parameters:

a. User-assigned location name: Name of the location assigned by the user.
b. User-assigned ID: Identification of the slave station assigned by the user.
c. User-assigned device name: Name of the device assigned by the user.

7. Misc: Permits defining various global parameters on the Slave station, such as:

a. Clock valid period: Specifies the delay after receiving a clock synchronization
before the DNP3 protocol will request another clock synchronization.

b. Output select timeout: Corresponds to the maximum time allowed between
selection and execution during an SBO command.

c. Integrity poll response groups: Permits defining the groups of static objects
that will respond to a data poll request from the Master.

8. Use VSI for flags and TimeStamp: Permits using status flags and timestamps
according to the following options:

o Don’t use VSI: Do not use standard variable status bits (VSI)
0 Use VSI: Use standard VSI
0 Use Std VSI and User bits (1-8): Use standard VSI and user bits (1-8)

The following is the list of DNP3 user bits and their associated variable bits. For
definitions of the variable bits, see List of status bits in the RightWON Configuration
Suite Help by pressing the F1 key.

DNP3 user bits Variable bits: 1D
Bit O: Online Bit 18 reversed: _VSB_|_BIT
Bit 1: Restart Bit 16:_VSB_GR
Bit 2: Communication lost Bit 46: _VSB_NT_BIT
Bit 3: Forced to remote Bit 45: _VSB_SP_BIT
Bit 4: Forced to local Bit 2: _VSB_ST_M2
Bit 5: Over range Bit 47: _VSB_OV_BIT
© 2013 Vizimax, Inc. Vizimax 12
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Bit 5: Chatter filter Bit 3: _VSB_ST_M2
Bit 5: Counter overflow (not linked)
Bit 6: Reference check Bit 1: _VSB_ST_M2

3.3.1. Activate status bits
To activate status bits management:

1. Select Project>Settings.

2. In Compiler section, double-click on Allocate status flags for variables with
embedded properties.

3. Click OK.

3.4. Inserting a communication port

A Slave can have only one port for communicating with a Master. A Master can have up to two
communication ports. Inserting a port (Channel) for DNP3 is carried out as follows:

1- In the Fieldbus Configurations =&, click on DNP3 in the 10 Drivers window.
2- Under the Insert menu, click Insert Master/Port... &

§ STRATON - Weather Guard S.w5l
File Edit View | Insert Project Tools Window Help

| i = | | B | Insert Configuration... 2 MaMme dr g 05 ’g
Workspace | %5 Insert Master/Port... N D
1) SlaveS "B 5

i Excy
-3 Prog >

| Wat

&d Acqu
=4 Initia 7}

NP
3

C1 | () o Bo @8
[

3- You must now configure the port in either serial or Ethernet mode.
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3.5. Configuring the communication port

After adding a port to the DNP3 protocol, it must be configured in either serial mode or Ethernet
mode (TCP/IP). The Slave and Master must be configured with the same communication mode
to be able to communicate together. If several Slaves are configured with a port in serial mode
and several others in Ethernet mode, the Master can have one serial port and one Ethernet port.

3.5.1. Configuring the DNP3 port in Serial mode

After inserting the port, you can configure it in serial mode using the Fieldbus
Configurations s, by carrying out the following steps:

1- Click on the Channel in the 10 Drivers window.

2- Double-click the Channel Name field. Enter a meaningful and unique port name, then
press the Enter key.

3- Double-click the Mode field. Select the Serial communication mode, which is valid for
RS-485/RS-232 communication.

Note: The communication mode must be the same between a Master and a Slave.

File Edit “iew Insert Project Tools  Window Help

san: EAR= 1R Ao lom o AN e AR g A
Workspace 10 Drivers *
2yl SlaveStat B Hare faluas

[ Exception programs = Channel Ma.. IStat":”" Bl

[d Programs ] Mode Serial

1 Watch [for debugging] E 1 Connection ... Senal-1.Conn- 2

&d Acquisition E Link. Confirm,.. 2000

= Initial values E Diag Mask T1EHO0000000

&d R5232 g .

% Fieldbus Configuiations || " Seqqion ID | Session Mame | Dutstation sddre.. | Master Address | Yalidg

4- Double-click the Connection Settings field. Enter the name of the serial connection,
using the name defined in the network configurator (see Note). Press the Enter key.

Note: Open the Network Configuration 4 and select the Serial-x link under Links.
In the Adapter to use area, expand the tree. Click on Serial-x under Front-1 or Front-
2, depending on where the serial communication module is installed. Concatenate the
Serial-x name in the Links section with the Conn-x name in the Connections section
(e.g. Serial-1.Conn-1 in the figure below).
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T STRATON - Weather Guard S.w51

File Edit Wiew Insert Project Tools window Help

Network Configuration

BBy Tupes

SlEE & é an X wlolo ol sm @las| o
Workspace 10 Drivers * Link layer
-l SlaveEy -4k, DNP3 Master @ Ethemat-1 Ethemet Link layer

[+ Ewception programs (P8P DNP3 Slave Level 3 [v2) )

; . = [ Services

(-~ Pragrams o 3 Rightw 0N

[+ [ "watch [for debugging) E E|IB Hardware #) STRATON  STRATON Service

- & Boauisiion F H Bindings | WEB Web Service

oo ] Iriitial walues EE ? etwark | SMTP-1 eMail Service

- & R5232 (7% Remote Management

g Fieldbus Configurations | =

- ffg Binding Canfiguration 25

- 3g Global defines .

‘[gﬁ Global variables B

El 58 RWNT RightWON Network Configuration

Link Configuration

N
The Link Configurafion provides the

I serial Link layer

Link Central
¥ Enabled

Debug Trace Level

I Nong j

Adapter to use
A RWHW/Units/[CPU]/Plug]

= cru
= Plugins

Adaptars

= Front-1

[ adapters
Front-2
Top-1

— Connections

5- Double-click the Link Confirm Time Out (ms) field. Enter the timeout (in milliseconds)
for verifying the status of the communication link. Press Enter on the keyboard.

6- The Diag Mask field contains the mask for diagnostics of the various communication
layers (default 16#00000000: no diagnostics). To configure it, double-click the field. A
Select Trace Options window opens. Click the following fields to activate them, if
desired:

o Show Time Stamps: Displays the timestamps
o0 Show Errors: Displays the errors

o Trace low-level layer: Traces the low-level layers of the OSI model
o0 Trace Physical layer: Traces the physical layer of the OSI model

0 Trace Link layer: Traces the link layer of the OSI model
Then click OK.

S STRATON - Weather Guard S.w51

File Edit Wiew Insert Project Tools “Window  Help

Sl Dl X o9 o B s Re AR A

Viorkspace 10 Drivers *

E-- 1) SlaveStat B P4 DNF3 Slave Level 3 [+2) E | Walue
[ [ Exception programs . fz Channel [Station B] : Serial1.Conn-1 Channel Mame Station B
[ Programs - RightwON tdode Serial
£

H [ Watch [for debuaging)
o ded Aoquisition

- 24 Initial values

o gy REZT

g Fieldbus Configurations
- Wi Binding Configuration
- g Global defines

o fa} Global variables
.= T_l,lpes

m | | P L B

Conhnection Settings

Link Canfirm Time Out [ms)
Diag Maszk

Select Trace Options

[~ Show Time Stamps [0:00020000)
[~ Show Errars [0:00040000]

[ Trace low-level layer (0x00080000)
[~ Trace Physical layer [0x00000001)

[~ Trace Link laper (0:00000002]
oK I

Cancel

Serial-1.Conn-1
2000
1E#00000000
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3.5.2. Configuring the DNP3 port in Ethernet (TCP/IP) mode

After inserting a DNP3 port, you can configure the port in Ethernet (TCP/IP) mode using the
Fieldbus Configurations #, by carrying out the following steps:

1- Click on the Channel in the 10 Drivers window.

2- Double-click the Channel Name field. Enter a meaningful and unique port name (e.g.
Ethernet), then press the Enter key.

3- Double-click the Mode field to select the communication mode between the Master
station and the Slave stations. Choose Ethernet TCP-1P mode.

Note: The communication mode must be the same between a Master and a Slave.

.-

k¥ RightWON Confi

File Edit View Insert Project Tools Window Help
SR A= oW, =1 e | B *5|[ovpasiave <0 & Y € &R e 5 A
Workspace
2l DNP3Master g | Walue
2 DNP35lave -1 g Channel (Ethemet] : 20000 Channel Mame Ethernet
|1 Exception programs ! E Rightw/OM tdode Etkernet TCP-IP
[ Programs B Connection Settings 20000
1] Main = Link Confirm Time Out [mz) 2000
[ “Watch [for debugging) E Diag Maszk TEROD000000
&R Soft Scope Q Ethermnet Connection mode TCRP
= Initial values Ethernet Connection timeout 1000
%z Fieldbus Configurations am
%ig Einding Configuration TLCP Keepdlive
g Global dsfines & F.eep connection alive O
o} Wariables Drelay 2
B Types Rety count

4- Double-click the Connection Settings field.

a. For the Slave, enter the DNP3 port number (default 20000).
b. For the Master, enter the IP address of the Slave.
Press the Enter key.

5- Double-click the Link Confirm Time Out (ms) field. Enter the timeout (in milliseconds)
for verifying the status of the communication link. Press the Enter key.

6- The Diag Mask field contains the diagnostics mask for the various communication layers
(default 16#00000000: no diagnostics). To configure it, double-click the field. A Select
Trace Options window opens. Click on the following fields to activate them, if desired:

o Show Time Stamps: Displays the timestamps
o0 Show Errors: Displays the errors
o Trace low-level layer: Traces the low-level layers of the OSI model
o0 Trace Physical layer: Traces the physical layer of the OSI model
0 Trace Link layer: Traces the link layer of the OSI model
Then click OK.
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Select Trace Options x|

[~ Show Time Stamps [0x00020000)
[~ Shows Ermors [0=00040000)

[T Trace low-level layer [0:00020000]
[~ Trace Phyzical layer [0x00000001]
[~ Trace Link layer (0200000002

Ok, I Cancel

7- For Ethernet Connection mode, double-click to change between TCP or UDP. For
GSM, It is recommended to use UDP.

8- For Ethernet Connection timeout, double-click to enter the time, in ms, before a
timeout is declared. If your connection link is slow such as a GSM link, enter a longer
time to allow the channel to connect.

9- To verify if the connection is active, configure TCP Keep alive:
a. Enable TCP Keep alive by checking Keep connection alive.
b. Enter the Delay in seconds between signals.

c. Enter the number of consecutive Retry count attempts without response before
closing the connection.

3.6. Inserting a data block (Session) on the DNP3 port

A Slave can have only one session for communicating with a Master. The Master can have one
session for each Slave with which it exchanges data.

To insert a Session on a port, carry out the following steps:
1- From Fieldbus Configurations @, click on the Channel in the 10 Drivers window.

Note: To communicate with each other, the Master and Slave must be configured with
the same type of port. For the Master, click on the DNP3 Master Channel that
corresponds to the same type of port configured in the DNP3 Slave.

2- Click Insert Slave/Data Block... "B under the Insert menu.

3- A new Session window appears. In this window, click OK to create the new
configuration.

5 STRATON - Weather Guard S.w5l

File Edit View | Insert Project Tools Window Help

= | = §'| ¢ [E  Insert Configuration... ET-!!| MaE % € o B g
Workspace e I0 Drivers *
)l Slave§ “B Insert Slave/Data Block. .. 3 3 2 2

[ Ewec ¥

[d Prog «~
[ wah
& Ao
= Initia 4}

&d R
Fieldbusz Configurations 1

4- You must now configure the session as either a DNP3 Slave Session or a DNP3 Master
Session.
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3.7. Configuration parameters for a Slave Session

After inserting a session, you can configure it using the Fieldbus Configurations ’ET The
DNP3 protocol can be configured in Static or Event mode. To view the configuration parameters,
click Session in the 1/0 Drivers window.

Double-click a parameter to configure it. Enter the data in the field and press the Enter key. To
enable (checked box) or disable a parameter, click on the box.

10 Drivers *
E PHP DNP2 Slave Level 3 [W2) Mame | Walue
B & Channel [Station B]: Serial-1.Conn-1 Seszion (D z2
), [0 5 s tior B) Session Marme Station B
B 4 RightwON Dutstation Address 2
3 B Hardware Master Address 1
E 4 Bindings Walidate Master dddress
g &7 Metwork, ... Self address enable [code Osfffc)
—a =9 Bindings Keep Alive Oms
1) Rermate Managerment ... Application confirm tirneaut 10s
u =9 Bindings ... File tranzfer timeout E0s
B Allowy magter to get the local clock
Ugze UTC time baze
Diag Mask 1EH00000000
[ Unsolicited messages |
Enable unsalicited nmeszages [l
... Default event mazk, MOME
... Unzolicited retry number 3
... Unzolicited retry delay Bz
... Unzolicited offline rety delay 0=
... Send unzolicited when online O
... Clazz 1 : Unzolicited events number 3
2 Ungolicited events number 3
3 Ungolicited events number 0
... Clagz 1 : Unzolicited events delay Bz
2 Unzolicited events delay Rz
3 Unzolicited events delay Os

Here is the list of available parameters on the right side of the 10 Drivers window:

5-

Session ID: Enter a unique identification number for the session. The first session must
be 0 and the second, 1. Other session numbers must follow in numerical order.

Session Name: Enter the name of the session.
Outstation Address: Enter the address of the Slave station.

Master Address: Enter the address of the Master station that will be used for sending
unsolicited messages. If Validate Master Address is false (unchecked), the address
specified in the received frame will be used for sending unsolicited messages. If Validate
Master Address is true (checked), then:

e If the Master Address matches the address in the received frame, the responses
will be sent to the Master station address.
o If the Master Address does not match the address in the received frame, no
response will be sent.
Validate Master Address: Permits validating the Master station address in received

frames with the address specified by the Master Address. If false (unchecked), DNP3
does not validate the Master address, and frames with a Slave station address matching

ata
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the Outstation Address will be accepted. If true (checked), the address of the Master
and Slave stations must match for the frames to be accepted.

6- Self address enable (code Oxfffc): The Slave responds to address Oxfffc as if it
received a request for its configured address. The Slave responds with its own address,
which allows the Master to automatically detect the address of the Slave.

7- Keep Alive: Enter the time (in milliseconds) between signals that verify the status of the
connection between the Master and Slave (Link Confirm Time Out on the Channel).

8- Application confirm timeout: Specifies the time (in seconds) that the DNP3 Slave will
wait after receiving an acknowledgment from the Master.

Note: This parameter in combination with Unsolicited retry delay and Unsolicited
offline retry delay determines how often an unsolicited response will be resent.

9- File transfer timeout: Enter the time (in seconds) allocated for transferring a file before
declaring a file transfer failure (timeout).

Note: The time must be adjusted to the type of communication mode selected (Serial or
Ethernet).

10-Allow master to set the local clock: The Slave allows the Master station to
synchronize the clock on the Slave station.

11-Use UTC time base: Allows this Session to use UTC (Coordinated Universal Time) for
messages sent and received.

12-Diag Mask: Contains the diagnostics mask for the various communication layers (default
16#00000000: no diagnostics). To configure it, double-click the field. A Select Trace
Options window opens for selecting the traces to be activated. Click on the following
fields to activate them, if desired:

Show Time Stamps: Displays the timestamps
Show Errors: Displays the errors
Trace low-level layer: Traces the low-level layers of the OSI model
Trace Physical layer: Traces the physical layer of the OSI model
0 Trace Link layer: Traces the link layer of the OSI model
Then click OK.
13-Unsolicited messages: The following fields define the event messages.

a. Enable unsolicited messages: Activates the transfer of unsolicited messages
from the Slave station to the Master station. The Slave station sends unsolicited
messages without request from the Master station. The Slave sends an unsolicited
message on startup to announce the Restart 1IN bit, and whenever unsolicited
events meet the specifications of the Class X: Unsolicited events number or
Class X: Unsolicited events delay parameters.

O O O O

Remark: Whatever the value of this parameter, the DNP3 Master can also poll for
events using Class 1, 2, 3 or an object group of specific events.

b. If the parameter Enable unsolicited messages is enabled, then configure the
following parameters:

Unsolicited messages parameters | Description

Default event mask Specifies the event class that will be sent in unsolicited messages,
with the following options (default: NONE):

NONE: Class O defines the static points.

ONE: Class 1 defines points in high-priority events.

TWO: Class 2 defines points in medium-priority events.
THREE: Class 3 defines points in low-priority events.
ALL: All classes

ata
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Unsolicited retry number

The number of times that the Slave station will attempt to send
the same unsolicited message to the Master station without
receiving an acknowledgment. The wait time before the next
attempt depends on the Unsolicited retry delay.

Unsolicited retry delay

Wait time (in seconds) before the Slave executes a retry after an
unsuccessful transmission, without receiving an acknowledgment
from the Master.

Unsolicited offline retry delay

Wait time (in seconds) after the Unsolicited retry number has
been reached before trying again.

Send unsolicited when online

If true, sends unsolicited messages (or an empty message) as
soon as the connection between the Slave station and the Master
station is established, without request from the Master station (see
*Note). If false, unsolicited messages will be sent only if there are
any messages pending in the queue.

Note: Once the DNP3 Master and Slave applications have been
loaded in the RightWON, the connection is established without
requiring that the application program be up and running first.

Class 1:

Unsolicited events number

Class 2:

Unsolicited events number

Class 3:

Unsolicited events number

Specifies the maximum number of Class events permitted before
generating an unsolicited message for the Class.

Class 1:

Unsolicited events delay

Class 2:

Unsolicited events delay

Class 3:

Unsolicited events delay

Wait time (in seconds) after a Class event has been received,
before sending unsolicited messages for the Class.

3.8. Adding a Variable
Add variables to the DNP3S protocol using the DNP3S communication profile:
1- Click Profile § in the toolbar to access the Profile window.

2- Click on the DNP3S communication profile.

T STRATON - Weather Guard S.w5l

3- Click Insert/Set Variable...

File Edit View | Insert Project Tools Window Help 1
AN REA N AR T () TA N P
(Workspace
2l SlaveEr .. — o8 PGS
[ Ewce —— 23 bBreakerSts
(] F'rog<1_—,. Insgrt[%etl-‘ariable.). 3 B+ B blpenBreaker
1 wab B b0penClozetfalve
&< Acq B PressureValve
= Initia 47 2 fwindSpd
44 R5ZT o2 [ECE185052
4ir Fieldbus Configurations o8 STRATOM [*Operating an
%3 Binding Configuration

+3under the Insert menu in the toolbar.

a. Select a Variable from the list and click on V.

b. To create a Variable, type its name and click on /. It is preferable to have a
naming convention for the Variables. For example, you could prefix DINT
variables with di and BOOL variables with b to declare diwWindDir or bBreakerSts.

© 2013 Vizimax, Inc.
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e IdM"indDir ol x perties | Description I Mame
— Mame Y ariable o} Global variables
B | i O -&CCIPTDCBSSF’TACCLWMC'SM ers Drriveer Yersion Mumber diStnld
g izgi:zz::jztﬁziﬁ:gt?m: Ty|_:e Sla\_we Diject Group rPressureValve
_____ o[} AioaProcess/stihen Fov PaintMunn Paint Murnber - Max value B3535 bEIreakerS‘[S
______ [y AcoProcess/shben WindDir EventClass Event Class WindSpd
______ 01 AcaProcess/stidcg Windspc StaticVanation  Static Variation bOpenCloselalve
...... Dy bBreakerSts Eventariation  EwentWaristion bOpenBreaker
...... B bOpenBreaker (=l RETAIN variables
------ B bOpenClosevalve 73 AcqProcess (*Proce:
R o strAcq Rev
| |B strAcg_WindSpd
—— = rAcg_WindSpd
IVanabIes. [all) J diAcq WindDir

A new window will open; select the Variable Type and location ‘Where’ (GLOBAL
or RETAIN), then click Yes.

Note: Declare all Variables globally so that all functions including DNP3S can
access them as required.

5I

Thiz zumbol does not exist. Do wou want bo;
1 Bename the variable
& Declare a new variable

Type: -
Where: IGLDBAL ﬂ
Yes Mo Cancel
: | |

3.9. Configuring a Variable
1- Click Profile & in the toolbar to access the Profile window.
2- Click on the DNP3S communication profile.

3- Click on the Variable. The Variable properties are presented on the right side of the
Profile window, as follows:

a- Type: Select the type of static data associated with the Variable. This can be a single
or double binary input (e.g. circuit breaker status), a binary status output, a running

counter, an analog input or output, or a character string. Each type of Variable is
associated with a group.

i C1-OF DNP3S Properties | Value
— & bBBreakerSts M ame dirfindDrir
penBreaker ez
B+ 2 bOpenBreak W 2
[1] Binary Inputs
B bOpenClogey akve TH.:B 0 (3] Double Inputs
2 PressureWalve PaintMurn 0'1[10) Binary Output Status
2 #indSpd EventClass 1] : unnin Conlers
2 9 . . 1113l00 |RpUE
& diwfindDir Statich/ ariation D (4] Analog Dulputs Status
oF |ECK185052 Ewvenfy ariation 0| (110) String D ata
OF STRATOM [*0perating and
Mame | wers | Type | Pai |_
bEreakerSts 2 [ Double Inoutz: 0 N
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b- PointNum: Select the address of the point (Variable) based on the Type of group.
The point number must be unique for each Variable of the same type.
c- EventClass: Select the event class:

o NONE: Static Variable; no event is associated with the point. These points are
retrieved only on request from the Master.

o ONE, TWO, THREE: Event Variable. Select Class 1 (high priority), 2 or 3 (low
priority) for the Variable.

o0 Default: Uses the Default Class Event of the DNP3 Slave protocol.

o0 Persistent: Stores the events in memory during a restart of the application or
the device.

d- StaticVariation: The variation to return when the Master requests variation 0 in an
integrity data poll (for static values).

o Default: Uses the static variation defined by the Default variation of the
DNP3 protocol.

o 1 to 9: The variation to return.

e- EventVariation: The variation to return when the Master requests variation 0 in an
integrity data poll (for event values).

o Default: Uses the event variation defined by the Default variation of the
DNP3 protocol.

o 1 to 9: The variation to return.

3.10. Configuring DNP3 commands from the Master station

The Slave receives commands from the Master station(s) through the IEC 61131-3 PLC
application in the RightWON.

1. Right-click on Session and click Add Variable...
2. In Type, select Ctl: Control (INT).

3. In Variable, enter the name of the variable (e.g.: iCtlControl).
Note: the variable must previously be created in global variables. If not, don't enter a
name. Then, create the variables in global variables and drag-drop the variable on ???.

4. Repeat from step 1 to add all of the following variables:

O DNFE Slave “F Mame | Type
5 Charnel [Ethernet] : 20000 fal Global variables
3 Seszion [1.5tation B) rPressureValve REAL
= Ct: Control (INT] <=3 iCHCantrol bBreakerSts BOOL
= Ctl: Object [INT) =» iCHO bject bOpenCloseValve BOOL
= Ctk Point Index [DINT] => diCtPoindndex bOpenBreaker BOOL
= Ct: DIntValue [DIMT] = diCHDInt alue diWindDir DINT
= Lt Float Yalue [REAL) =» iCHFloatvalue rWindSpeed REAL
= CH: Yalue |z Float [BOOL] = bCHYaluel sFloat MasterCommStsOffline BOOL
= Ct: Bin On Time [mz] [DIMT] = diCHBinOnTime ICtIControl INT
= Ct: Bin OFF Time [ms] [DIMT] = 777 iCtIObject INT
diCtIPointindex DINT
4 RightwON diCtIDIntValue DINT
B Hardware rCtlFloatValue REAL
&7 Network, bCtlValuelsFloat BOOL
Femate Management XdiCIIBiHOnTimE DINT
DINT
[ RFTAIN variahles
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5. To automatically write the information from the command in the slave variable, create a
structured text (ST) language program:

//Refer in the OEM librairy to:
//Control Variable : Incoming Request Function Code
//Control Variable : Returned Response
case iCtiControl of
DNP3S_CONTROL REQ IDLE:;//Idle
DNP3S_CONTROL_REQ_SELECT://Select
iCtiControl:=DNP3S_CONTROL_RESPONSE_SUCCESS_AUTO_WRITE;
DNP3S_CONTROL_REQ_OPER:;//Operate
iCtiControl:=DNP3S_CONTROL_RESPONSE_SUCCESS_AUTO_WRITE;
DNP3S_CONTROL_REQ_DIRECT_OPER://Direct Operate
iCtlControl:=DNP3S_CONTROL_RESPONSE_SUCCESS_AUTO_WRITE;
DNP3S_CONTROL_REQ_DIRECT_OPER_NO_ACK://Direct Operate No Ack
iCtlControl:=DNP3S_CONTROL_RESPONSE_SUCCESS_AUTO_WRITE;
DNP3S_CONTROL_REQ_CANCEL://Cancel
iCtiControl:=DNP3S_CONTROL_RESPONSE_SUCCESS_AUTO_WRITE;
else;
end_case;

3.11. Configuring error report variables
The configure error report variables:

1. Right-click on Session and click Add Variable...
2. In Type, select an error report:

e Session: Online (BOOL)

e Link: Force Rx (BOOL)

e Link: TxPending (BOOL)

3. In Variable, enter the name of the variable (e.g.: MasterCommsSts).
Note: the variable must previously be created in global variables. If not, don’t enter a
name. Then, create the variables in global variables and drag-drop the variable on ??7?.

D:WWorkdiriProfiles\carchambaulf\iDesktopi\New folder\DNP3Slave - 10 Drivers *

B PHP DNP3 Slave I Mame | Type
= &5 Channel [Ethemet] : 20000 fal Global variables
! O Session [1.5tation B) rPressureValve REAL
B = CH: Cantral (INT] <=3 iCHContral bBreakerSts BOOL
- = Ct: Object (INT] => iCHObject bOpenCloseValve BOOL
@ = Ct: Paint Index [DIMT] =3 diCHPointindex bOpenBreaker BOOL
E = Ct: DInt Yalue [DINT] = diCHDInt alue diWindDir DINT
= Ctl: Float Value (REAL) = iCtFloaty alue rindSpeed REAL
&5 = Ct: Yalue |5 Float (EO0L) = bCHY aluel sFloat MasterComm&Sts BOOL
= CH: Bin On Time [mg] [DINT] = diCtBinOnTime iCtIControl INT
N = CH: Bin Off Time [mg] [DINT] =3 diCtBin0nTime ! iCtlObject INT
= | n: Online [BOOL) => MasterCommSts diCtIPointindex DINT
F4 RightwON diCtIDIntValue DINT
B Hardware rCtIFloatValue REAL
&7 Metwork bCtlValuelsFloat BOOL
Remate Management % diCtIBinOnTime DINT
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3.12. Example of DNP3 Slave static configuration

In the DNP3 example presented in the ‘Static’ file, the DNP3 protocol is configured in static
mode. The Master must also be configured in static mode to be able to execute an integrity data
poll of the Slave. Here is an example of the Slave configuration:

1- Example of configuring a static DNP3 Slave

2- Configuring the port in serial or Ethernet mode

3- Example of configuring a static Session

4- Example of configuring static Variables

3.12.1. Example of configuring a static DNP3 Slave

The default event class (Default Class Event) must be zero (NONE) for each type of Variable.
In this way, the variables will be declared static if the default option is selected for the event
class of the point.

10 Drivers ]
E PHP DMP3 Slave Level 3 [v2) Mame | Value Mame | Value
2 & Channel [Station B) : Serial-1.Conn-1 Log traces [ Event mode ]
g G Session (2.5tation B) .. [21 Einary input event aLL
¥4 Rightwon [ Default Class Event | ... [#] Double bit input event ALL
i ]B Hardware ... [2] Binary input event MOME .. [11] Binary output event ALL
E =4 Bindings ... [41 Double bit input event MOME .. [22) Counter event ALL
g E Net\:\.lorl? ... [11] Binary output event MOME .. [23) Frazen Counter event ALL
—a =4 Bindings ... [22] Counter event MOME . [32) Analog input event ALL
&5 Femate kanagement ... [23] Frozen Counter event MOME .. [42] Analog output event status ALl
B =4 Bindings ... [32] Analog input event MOME  [111) String Event ALL
... [42] Analog output event status MOME
... [111] Sting Event NOME [ Ma Event Count]
[ Deefault variation | .. [2] Binary in|:.|u.t event 100
1) Binary irput 1+ Packed famat 4] Do.uble bt input event ER53E
... [2] Binamy input event 1 Without time - (1] Binary output svent 100
... [31 Double bit input 1: Packed format - [22) Counter evert 100
... [4] Double bit input event 1 Without time - [23] Frozen Counter evert 100
.. 110 Binary output 2 Output status with flags - [32) Analog input event 100
... [11] Binary output event 1: Stabuz without time - [42] Analog output event status 100
.. [20) Counter 5 : 32-bit without flag ... [111] String Event 10
... [21] Frozen Counter 9 32-bit without flag
.. [22) Counter evert 1 : 32-bit with flag [Device attributes]
... [23] Frozen Counter event 5 : 32-bit with flag and time ... [245] User-azsigned location name
... [30) Analog input 3: 32-hit without flag ... [24E) User azzigred 1D
... [32] Analog input event 12 32-bit without time ... [247) User-azsigned device name
... [40] Analog output status 1 32-bit with flag
... [42] Analog output event status 12 32-bit without time [ Misc ]
... Clock, valid period 1zh
... Output zelect timeout 30z
.. Integrity poll responze groups 1,3,10,20,21,30.40
Use VSl for flags and TimeStamp Don't use VSI
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3.12.2. Example of configuring a static Session
Event messages are disabled (Enable unsolicited messages is unchecked).

10 Drivers
g DEP DNP3 Slave Level 3 [W2) Narme | Walue
2 iz Channel (Station B) : Senal-1.Conn-l Sezzion D 2
] S e tiot B] Session Name Station B
8 4 RightwON * Outstation &ddress 2
= B Hardware Session (2.Station B) Master Address 1
E_ 29 Bindings Walidate Master Address
Q E Metwork ... 5elf address enable [code Oxfffc) O
. 4 Bindings K.eep &live Oz
&5 Fiemote Management .. hpplication confirm timeout 10z
- =4 Bindings ... File transfer timeout E0s
B+ Allow magter to get the local clock
Usze UTLC time baze O
Diag Mazk 16800000000
[ Unsolicited messages |
Enable unzolicited meszzages O
... Default event mask NOMNE
... Urigalicited retry number 0
.. Unzolicited retry delay 0z
... Unsolicited offline retry delay Os
... Send unzalicited when online O
... Clazz 1 Unsolicited events num... 0
2 Ungolicited events numb... 0
3 Ungolicited events numb... 0
... Class 1: Unsolicited events delay  Os
2 Unzolicited events delay Oz
3: Unzolicited events delay Oz

3.12.3. Example of configuring static Variables

Variables must be in event class zero (EventClass set to NONE) to be static Variables. A
Variable can also be put in the Default class if the default event class of the DNP3 Slave is
configured as static. Here are some configuration examples of different types of static Variables:
binary input, binary output, analog input and analog output. The point number is unique for
each Variable of the same type.

Analog output Variable with point number O:

Profile

Properties | ¥alue
2l M ame 1Prezsunehfalve
& bBreakerSts k Wers 2
B bOpenClose\alve Type [40] Analog Outputs Status
2 rwindSpd Pairth urn 1]
B divindDir EventClass MOME [no event)
B bOperBreaker StaticWariation  Default
08 [ECE185052 Eventarniation  Default
OfF STRATOM [*0perating and Moritaring for zenon®]
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Binary output Variable with point number O:

i E-OiF DNP3S Properties | ¥alue
— CI 1Pressurel alve Mame bBreakersts
¥ oEETEE - :

-2 bOpenCloselalve Type [10] Binary Output Status

CI rafindS pd PaintMum 1]

& diwindDir EventClazs MOME [no event)
. @ bOpenBreaker Staticvariation  Default
.08 |ECE185052 Evenfaration  Default

08 STRATON (“Operating and Moritoring for zenon®)

Binary input Variable with point number O:

i E-OiF DNP3S Properties | ¥alue
— ‘B (Pressursalve MHane bOpenClozel alve
L -& bBreakerSts Wers 2
; . k Type [1]) Binary Inputs
-2 fwindSpd Painthum 1]
=B divindDir EventClass NONE [no event]
(= bOpenBreaker StaticWariation  Default
-0 [ECE185052 EventVariation  Default

-0 STRATOM (“0perating and Monitoring for zenon®)

Binary input Variable with point number 1:

Pt =08 DNP3S Properties | Yalue
— B PressureValve MHame b0 penB reaker
B+ B2 bBreakerSts Wers 2

B blpenCloze'alve Tupe [1] Binary Inputz

2 ffindSpd ProirtHum 1

=2 divindDir EventClazz MOME [no event]
(= w StaticWariation  Default

-0 [ECE185052 EventVariation  Default

0@ STRATON [-Dperating Lopenbreaker

of zenon®]

Analog input Variable with point number O:

Pt £-08 DMP3S Properties | Walue
— l:l 1Pressurel alve Mame divwfindDir
B+ @ bBreakerSts Wers 2
-2 bOpenClose\alve Type [30) Analog [nputs
B wWindSpd PiaintM unn 0
CI m EventClazsz Drefault
2 bOpenBreaker Staticvaration  Default
-8 IECE185052 Eventariation  Default
-8 S5TRATON [*0perating and Monitaring for zenon®]
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Analog input Variable with point number 1:

Profile

O o2 DMP3S

e 2 Pressurealve
B+ 2 bBreakerSts

3 bOpenClozetalve

a m
2 diwfindDir

2 bOpenBreaker

o IECE185052

08 STRATOM [*0perating and Monitaring for zenon®)

riWindSpd

Froperties | Yalue
Mame findS pd
Yers 2
Type [20] Analog Inputs
Fointtum 1
EventClazs MOME [ho event)
StaticVariation  Default
Eventanation  Default

3.13. Example of DNP3 Slave event configuration

In the DNP3 example presented in the ‘Event’ file, the DNP3 protocol is configured in event
mode. Events are sent to the Master as unsolicited messages. The Master must therefore be
configured in event mode to receive the events. Here is an example of the Slave configuration:

2-
3-
4-

Example of configuring an event DNP3 Slave
Configuring the port in serial or Ethernet mode
Example of configuring an event Session
Example of configuring event and static Variables

3.13.1. Example of configuring an event DNP3 Slave

The default event class (Default Class Event) must be 1, 2 or 3 (ONE, TWO or THREE) for
each type of variable to be an event variable. In this way, event variables will be declared if the
default option is selected for the event class of the point. Event class O (NONE) is static.

& Channel [Station B] ; Serial-1.Conn-1
0 Session [2 Station B)

% RightwoN

Marme

Log traces

[ Default Clazs Event ]

... [2] Binamy input event

... [4] Double bit input event

... [11] Binary output event

... [22] Counter event

... [23] Frozen Counter event

... [32] &nalog input event

... [42] &nalog output event st
... [111] String Event

[ Default wariation ]

... [1] Binary input

... [2] Binary input event

... [3] Double bit input

... [4] Double bit input event

... [10] Binary output

... [11] Binary output event

... [20] Counter

... [21]1 Frozen Counter

... [22] Counter event

... [23] Frozen Counter event

... [30] &nalog input

... [32] &nalog input event

... [40] &nalog output status

... [42] Analog output event st
... [30] Analog input

... [32) Analog input event

... [40] Analog output status

... [42] &nalog output event st...

W0

MNOME
MOME
MOME
MOME
ONE

MOMNE
MOMNE

: Packed format

+Wfithout time

: Packed format

- With absolute time

- Dutput status with flags

: Status without time

- 32-bit without Flag

1 32-bit without flag

1 32-bit with Flag

: 32-bit with flag and time

: Single-prec fit-pt with flag
: 32-bit without time:

1 32-bit with flag

: 32-bit wathout time

: Single-prec fit-pt with flag
+ 32-bit without tirne:

1 32-bit with Flag

+ 32-bit without tirne:

4 M M M = O N 3 P

|»

Harne | Value
[ Event mode |
... [2] Binamy input event ALL
.. [4] Double bit input event ALL
.. [11] Binary output event ALL
... [22] Counter event ALL
... [23) Frozen Counter event  ALL
.. [32] Analog input event ALl
... [42] Analog output event st ALL
.. [111] String Ewent ALL
[ Max Event Count]
.. [2] Binary input event 100
... [4] Double bit input event ER53E
... [11] Binary output event 100
... [22] Counter event 100
... [23] Frozen Counter event 100
.. [32] Analog input event 100
... [42] Analog output event st 100
.. [111] String Ewent 10
[Device attibutes]
... [245] User-azsigned locatio. ..
... [24E] User assigned ID
... [247] User-azsigned device. ..
[Misc |
... Clock, walid period 24h
... Qutput zelect timeout 30z
.. Integrity poll responze grou...  1.3,10,20,21,30,40
Use VS| for flags and TimeSt..  Use Std 5|
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3.13.2. Example of configuring an event Session

Event messages are enabled (Enable unsolicited messages is checked). You must also
configure the Unsolicited messages section as required by the application.

10 Drivers
] DHP DINP2 Slave Level 3 [v2) Mame | Valug
B 2z Channel (Station B) : Serial-1.Conn-l Session ID 2
L 0] B] Seszion Mame Station B
8 4 Rightw/ON Outstation Address 2
- ] b aster Address 1
E_ Walidate Master Address
Q ... Self address enable [code Osfffc) O
. Feep Alive Oz
25 ... Aypplication confirn trneout 10z
- ... File transfer timeout =13
B+ Allow magter to get the local clock
Use UTC time base O
Diag Mazk 1EH#O0000000
[ Unsolicited messages ]
Enable unsolicited messages
... Default event mazk MOME
... Unzolicited retny number 1]
... Ungolicited retry delay 1z
... Unsolicited affline retry delay 1z
... Send unzolicited when anline
... Clazz 1 Unzolicited events number 2
2 Unsolicited events number 2
. 3 Unzolicited events number 1]
... Clazz 1 Ungolicited events delay Oz
2 Unzolicited events delay Oz
3 Unzolicited events delay Oz

3.13.3. Example of configuring event and static Variables

Variables must be in event class zero (EventClass set to NONE) to be static Variables and in
class 1, 2 or 3 (ONE, TWO or THREE) to be event Variables. A Variable can also be put in the
Default class if the default event class of the DNP3 Slave is configured as an event class. Here
are some configuration examples of different types of event Variables: binary input, binary
output, analog input and analog output. The point number is unique for each Variable of the
same type.

Analog output Variable with point number O (static):

Froperties | Walue
—— =] (Press. ve k Mame Pressurelfalve
B+ 2 bBreakerSts Yers 2
2 fwindSpd Type [40] Analog Outputs Status
& difindDir Faintbum ]
B bOpenClozeyalve EventClazz HOME [no ewent)
0 bOpenBreaker StaticYariation  Default
oF |ECK185052 EwventVariation  Default
OF STRATOMN [*Operating and Monitoring for zenon®)
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Binary output Variable with point number O (static):

i E-OiF DHP3S Properties | Walue
— & Pressurelalve M arme bBreakerSts
o T
2 rwindSpd Type [10] Binary Output Status
& difindDir Paintium 0
B bOpenClozeyalve EventClazz HOME [no ewent)
0 bOpenBreaker StaticYariation  Default
--OF [ECE185052 EwventVariation  Default
-0 STRATOM [*Operating and Monitaring for zenon®)

Binary input Variable with point number O:

i B E‘IE DMF35 Properties | Yalue
— Preszurel alve Hame bOpenClozel alve
B+ bEreakerSts Wers 2
mafindS pd Tupe [1] Binary Inputz
diindDir Pttt L 1}
4 EventClazsz Twi
i bOpenBreaker Staticiariation  Default
. Ofg IECE185052 Evenfariation Default

-8 STRATON [*0perating and Maritoring for zenon®]

Binary input Variable with point number 1:

Pt -0 DMP3S Froperties | Yalue
— : Preszurel alve Mame b0 penB reaker
B+ bEreakerSts Yers 2
mafindS pd Tupe [1] Binary Inputz
divindDir FointM um 1
bOpenCloze' alve EventClazz Twi0

TR 5 D
--OfF |ECE185052 Evenfyariation  Default
--OF STRATON [*0perating 4bOpenBreaker}, zenan®)

Analog input Variable with point number O:

i B ':'IE DMF35 Froperties | Yalue
e 2 Pressurealve Mame dittfindDir
B+ 2 bBreakerSts Yers 2
2 rwindSpd Tupe [20] Analog [nputs
=2 FointM um a
2 bOpenClose\alve Eve_nt[lla_ss. OME
. 2 bOpenBreaker Staticariation  Default
.08 |IECF185052 Eventariation Default
-8 S5TRATON [*0perating and Monitaring for zenon®]
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Analog input Variable with point number 1:

i E-OiF DHP3S Properties | Walue
— B2 Pressureyalve Mame rafindS pd
B+ 2 bBreakerSts Yers 2
© DECTN v o o
& difindDir Faintbum 1
=] prenEIose\n‘a EventClazz OME
B bOpenBreaker Statichariation  Default
08 [ECE185052 Eventariation Default
0fF STRATOM [*0perating and Monitaring for zenon®]

ata
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Tutorial on DNP3 Master configuration

Configuration of a DNP3 Master in the RightWON requires the following steps:

1- Installing the license key for the DNP3 protocol

2- Adding the DNP3 Master protocol to the RightWON configuration
3- Configuration parameters for the DNP3 Master

4- Inserting a communication port (Channel) on the DNP3 Master protocol
5- Configuring the communication port

6- Inserting a data block (Session) on the communication port

7- Configuration parameters for a Session

8- Adding Variables to the Session

9- Configuring DNP3 commands to the Slave station.
10-Configuring error report variables.

11-Example of configuring a DNP3 Master in static or event mode

4.1. Adding the DNP3 Master protocol to the RightWON configuration

The DNP3 Master can be added to the RightWON configuration when a new project is created, or
through the fieldbus manager by carrying out the following operations:

1- Start the fieldbus configurator by clicking Fieldbus Configurations = in the toolbar.

2- Click Insert Configuration... [Bin the editing area toolbar.

3- In the new window, expand the DNP3 configuration and double-click on the DNP3
Master protocol.
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RightWo
File Edit View Insert Project Tools Window Help

SAN = NE AN T IREENENS ¢

()2 € & & | & & A

Workspace
- ) Demo0l 2 = Fiightw/ON
----- [ Exception programs 'H Hardwiare
[i] ..... [ Programs E M etwacrk,
i ) Main -- Remate Management
1 Watch [for debugging) )
i SR Soft Scope Add Configuration

e B Initial walues

4 Fieldbus Configurations
B} Binding Configuration
- 3 Global defines

fﬁ Wariables

e [y Types

Chooze a configuration -

[#- [Touz)

[l CAN

£l 8

P (1115 b st
QR P3 Slave
- Ethemet/1P

- |EC BOEFO

- |EC E1850

- MODEUS

B

Cancel

D EETET

4.2. Configuration parameters for the DNP3 Master
Several parameters are available for configuring the DNP3 Master. To view these parameters,
double-click on DNP3 Master. Here is the list of available parameters:
e Log traces: The log messages are displayed in the output window of the RightWON
Configuration Suite. This takes time and should be reserved for troubleshooting.

e Use VSI for flags and TimeStamp: Permits using status flags and timestamps
according to the following options:

o Don’t use VSI: Do not use standard variable status bits (VSI)
0 Use VSI: Use standard VSI
0 Use Std VSI and User bits (1-8): Use standard VSI and user bits (1-8)

4.2.1. Activate status bits
To activate status bits management:

1. Select Project>Settings.

2. In Compiler section, double-click on Allocate status flags for variables with
embedded properties.

3. Click OK.
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4.3. Configuration parameters for a Master Session

After inserting a session, you can configure it using the Fieldbus Configurations HT

Note: The Master should have one session for each Slave that the Master station controls. Each
session of the DNP3 Master protocol must be configured to process the information of the Slave
station. Thus the DNP3 protocol is configured in the same way as for the Slave, in static or
event mode.

T STRATOMN - Weather Guard M.w5l

File Edit View Insert Project Tools Window Help

W= G4 X el 5 &% e AR g A
Workspace 10 Drivers
o) MasterEv B ang OMP3 Master MName | Walue

1 Ewception programs - Zar Channel [Station B) : Serial-1.Cann-1 Session [0 2

1 Programs I Seszion (2] Session Mame Station B

[ whatch [for debugging] H ﬂ Right'w0OHN M azter Address 1

¥ Saoft Scope 3 Dutstation Address 2

&d Acquizition E Keep Alive [ms] 0

=4 Initial values Q |ntegrity Interval 0

&4 RS232 i Ewent [nteryval 0

r Fieldbus Configurations a5 Enable unsolicited class 1

!]é Binding Configuration — Enable unsolicited class 2

g Global defines B+ Enable unsolicited class 3 O

o} Global variables Usze UTC time base O

B Tepes Command Time Qut 1z
Automatic Behavior TEH00004521
Diag kask 1EHO00000000

Click Session in the 10 Drivers window. To set a parameter, double-click it. Enter the data in
the field and press Enter on the keyboard. To enable (checked box) or disable a parameter,
click on the box. Here is the list of parameters to configure:

1- Session ID: Enter a unique identification number for the session.
2- Session Name: Enter the name of the session.

3- Master Address: Enter the address of the Master station.

4- Outstation Address: Enter the address of the Slave station.

Note: For broadcast messaging, create a session and enter 65535 in the Outstation
Address field. A broadcast permits data transmission only to all Slave stations. The
DNP3 status is not returned from the Slave stations.
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ig ang DNP3 Master Mame | Value

B 2= Channel (Slave] : Senial-1.Conne1 Sesszion 1D 10

), B Seszion[2) Session Mame broadcast

B B Session[4) td azter Address 1
r B Seszion[5) Outstation Address BBR35
E_ B 1 [10] Keep Alive [ms) Oms
F4 RightwON Integrity Interval O

@ Ewent Interval 0z

1) Enable unzolicited class 1 [l

T Enable unzolicited class 2 [l

B Enable unzolicited class 3 [l
Uge UTC time base
Cormmand Tirme Ot 10z
Automatic Behavior TEROO000320
Diag Maszk 1EHO0000000

5- Keep Alive: Enter the time (in milliseconds) between signals that verify the status of the
connection between the Master and Slave (Link Confirm Time Out on the Channel).

6- Integrity Interval: Delay (in seconds) before polling the static points.

7- Event Interval: Delay before polling the events and for receiving an acknowledgment.

8- Enable unsolicited class 1: Enables unsolicited Class 1 messages.

9- Enable unsolicited class 2: Enables unsolicited Class 2 messages.

10-Enable unsolicited class 3: Enables unsolicited Class 3 messages.

11-Use UTC time base: Allows this Session to use UTC (Coordinated Universal Time).

12-Command Time Out: The time allotted for executing a request generated by the
Session before declaring a failure.

13-Automatic Behavior: The mask used to enable/disable automatic processing of
requests. To configure it, double-click the field. The Select Automatic Behavior
window opens. Click on the following fields to activate them, if desired:

Automatic Behavior parameters

Description

Clear IIN restart bit

Resets the IIN restart bit to 0. (INN: “Internal Information”)

Issue integrity data poll on restart

Issues a data poll after a restart.

Issue integrity data poll after local
1IN bit was set and cleared

Issues a data poll after the local 1IN bit has been set to 1 and
then reset to O.

Issue integrity data poll on timeout

Issues a data poll when a timeout expires.

Issue integrity data poll on buffer
overflow

Issues a data poll when a buffer overflows.

Use delay measurement in time sync

When synchronizing the time, uses a measurement of the time it
takes for a request to travel from the Master to the Slave.

Perform time sync on need time
using serial method

Performs time synchronization on request from the Slave, using a
serial transmission method.

Issue event data poll when class 1,2,
or 3 IIN bit is set

Issues a data poll when the IIN bit in Class 1, 2 or 3 is set to 1.

Automatically enable unsolicited
events upon remote or master device
startup

Enables unsolicited events automatically on startup of the Slave
or Master station. Unsolicited responses must also be permitted
on the Slave station.

Automatically disable unsolicited
events upon remote device startup,
Not necessary, outstation should be
disable at start-up

Automatically disables unsolicited events during startup of the
Slave station. This parameter is not required, since the Slave
station should already be disabled on startup.
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Note: Whatever the value of this parameter, the Session can also
poll events using Class 1, 2, 3 or an object group of specific
events.

Enable/Disable automatic generation
of application layer confirmations

Enables/Disables automatic generation of confirmations from the
application layer

Perform time sync on need time
using LAN method

Performs time synchronization on request from the Slave, using a
LAN transmission method.

Exchange data set prototypes and
descriptors with slave when 1IN
restart bit is set or when master
restarts

Exchanges the data set prototypes with the Slave when the IIN
restart bit is set to 1 or on restart of the Master.

Issue integrity data poll when session
becomes ‘online’, meaning connected

Issues a data poll when the session is ‘online’, that is, connected.

Master unsolicited Startup

Executes an unsolicited startup sequence on the Master.

Request Obj 50 with integrity poll to
Time Stamp values

Adds the timestamp to a data poll of static objects.

14-Diag Mask: Contains the diagnostics mask for the various communication layers (default
16#00000000: no diagnostics). To configure it, double-click the field. A Select Trace
Options window opens. Click on the following fields to activate them, if desired:

Displays the timestamps

Trace Transport layer: Traces the transport layer of the OSI model
Trace Application layer: Traces the application layer of the OSI model
Trace User level layer: Traces the user-level layer (traces Requests and

Display Static Data Header: Displays the headers for static data.
Display Static Data Values: Displays the values of the static data.
Display Event Data Header: Displays the headers for event data.

o Show Time Stamps:
Show Errors: Displays the errors
o]
o]
o]
Responses)
o]
o]
o]
o]

Display Event Data Values: Displays the values of the event data.

4.4. Adding and configuring an input Variable
Add variables to the Session by executing the following steps:

1- Using the Fieldbus Configurations ﬂr’ click Session in the expanded tree under DNP3
Master in the 10 Drivers window.

2- Click Insert/Set Variable...

under the Insert menu, or click the iz icon in the toolbar.

T STRATON - Weather Guard M.w5l

File Edit Wiew | Insert Project Teols Window Help
“ | = =¥ | ¢ [B | InsertConfiguration...

I;;;;Hﬂmmgﬁsjgl&?'%ﬁ
IO Drivers *

[Workspace
2l MasterE .. |B G DMP3 Master
1 Euce 2 #ir Channel [Station B] : Senal1.Conn-1
4 Frogly— InsertfSet Variable... ) B HE [2]
[ Wah % B @ diwindDir [0
) - @ rwindSpd (1)
&d dogl o b E_ @ bOpenBreaker [1]
=4 Initialvalies 4 RightwON
& R5232 Q_
i Fieldbus Configurations &E
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3- A new window will open. For the Symbol field, click on _I and either:

777 X|
Symbol [277 ]
Operation: |Data Exchange =]
Type: | Biriary Inputs =l

Point Hurmber: 0 =

k. Cancel |

a. Select a Variable from the list and click on V. (e.g. bOpenCloseValve)

b. Create a Variable by typing its name and clicking on /. It is preferable to have a
naming convention for the Variables. For example, you could prefix DINT
variables with di and BOOL variables with b to declare diWindDir.

Iu:llWindDir v X
[,
#3 Variables: [all g i’
------ By bDMP3I0uksnalT o

------ By bOMP3SINTo

...... By bOpenBreaker
------ By bOpenClosey alve
------ By bOperBrk

------ By bSendCrndanlg
------ By bSendCmdEin
------ By bSendintegPol
------ By diPrevwindDir

..... Po diCheld h
d ' I _rl_l

|V ariables: (all] =l

A new window will open; select the Variable Type and location ‘Where’ (GLOBAL
or RETAIN), then click Yes.

Note: Declare all Variables globally so that all functions including DNP3S can
access them as required.

x

Thiz zumbol does not exist. Do wou want bo;

1 Bename the variatble
& Declare a new variable

Type: DINT -
Wihere: IGLDB.&L ﬂ

Tes Mo | Cancel |

4- Select the type of Operation: Data Exchange (Read data) or Error Log.
5- Enter the Type and the Point Number.
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Note: You must enter the same Type and Point Number that are defined in the Slave
station for the point. The Master uses these two pieces of information to exchange data
with the Slave concerning this point.

6- Click OK.

File Edit “iew Insert Project Tools  Window Help

San= A=Y X el o [ Bl ENRE AR g F A
Workspace 10 Drivers * 277 ﬂ
=) MasterEy [§ Bk DHP3 Master
[ E=ception programs a2 & Channel [Station B] : Serial-1.Conn-1 Sypmbk IprenCIoseValve D
[ Programs ! E Session (2]
[ Wwatch [for debugging) E @ diwindDir (0] Operation: | Data Exchange =l
&¥ Soft Scope - @ rwindSpd (1) ; -

& Acquisition E_ = bOpenBreaker [1] Tope: IBlnaryInputs j
=4 Initial values ﬂ Rightyw0M Paint Murmber: ID 3:
44 A5232 E_
Fir Fieldbus Configurations | €& oK | Cancel |
B4 Binding Configuration =

4.5. Configuring DNP3 commands to the Slave station

The Master sends commands to the Slave station(s) through the IEC 61131-3 PLC application in
the RightWON. The following commands are examples that show how commands can be used to
allow the Master to exchange data with the Slave. For more information on DNP3 commands,
see DNP3 Master function blocks in the RightWON Configuration Suite Help by pressing the
F1 key.

Example of a binary output command:

In a function block diagram (FBD) program, declare the following program.

Trig_SendC...
Single_Shot
bSendCmdBin FTRIG  SIG bSendCmdBin
Inst_DNF3M_CMDBIN
SendCmdBin_Session DNP3M_CMDEIN

SendCmdBin_Paint SendCmdBin_Ready
SendCmdBin_RC

SendCmudBin_FC

ulze ON
= OFF
atch ON

atch OFF

SendCmdBin_Cual

SendCmdTON_Val
SendCmdTOFF_Val

Execution of a binary output command, written in structured (ST) language program:
//The following command example allows controlling the variable bBreakerSts in the Slave.
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//Refers to DNP3 Library defines (OEM) to get more info.
if ( SendCmdBin_Ready ) then
SendCmdBin_Session:=0; //Session number
if bToggleValue then
SendCmdBin_Ctrl:=DNP3M_CROB_CTRL_LATCH_ON; //Refer to Binary Controls in OEM Library
else
SendCmdBin_Ctrl:=DNP3M_CROB_CTRL_LATCH_OFF; //Refer to Binary Controls in OEM Library
end_if;
SendCmdBin_Point:=0; //Point Number of the variable

SendCmdBin_FC:=DNP3M_FC_DIRECT_OP_NOACK; //Refer to Master Function Codes in OEM Library

SendCmdBin_Qual:=DNP3M_QUAL_16BIT_INDEX;
//Refer to Analog/Binary Control Qualifiers in OEM Library
SendCmdTON_Val:=t#1s;//0n duration
SendCmdTOFF_Val:=t#1s;//0Off duration
bSendCmdBin:=true; //Activate the trigger to send the command

//To verify if the command was successful. Refer to Response values in OEM Library
if(SendCmdBin_RC = DNP3M_RESP_STATUS_SUCCESS ) then
bBinCmdSts:=true;
bToggleValue:= NOT(bToggleValue);
else
bBinCmdSts:=false;
end_if;
end_if;

Example of an analog output command
In a (FBD) function block diagram program, declare the following program.
Trig_SendC...

Single_Shot
ATRIG SIG

ESendCmdanky

Inst_DNP3MCMDANLG

SendCmdAnky_Session DNP3M_CMDANLG
S=ndCmdAnk_Paint

SendCmdAnlg_Ready
SendCmdAnly Rc

SendCmdAnlg_FC

S int

S int

s REAL

s LREAL =NOT SUF

[

i

SendCmdAnky Qusl

SendCmdAndg_Val

ata
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Execution of an analog output command, written in structured (ST) language:
//The following command example allows controlling the variable rPressueValve in the Slave.

//Refers to DNP3 Library defines (OEM) to get more info. Refer to Response values in OEM Library.
if SendCmdAnlg_Ready then
SendCmdAnlg_Session:=0; //Session number
SendCmdAnlg_Point:=0; //Point Number
SendCmdAnlg_FC:=DNP3M_FC_DIRECT_OP_NOACK; //Refer to Master Function Codes in OEM Library
SendCmdAnlg_Vart:= DNP3M_AN_OUT_VARIATION_32BIT_REAL;
//Refer to Master Function Codes in OEM Library
SendCmdAnlg_Qual:= DNP3M_QUAL_16BIT_INDEX;
//Refer to Analog Controls Variations in OEM Library
SendCmdAnlg_Val:=r_AnaValue; //Analog value to be sent to the Slave station.
bSendCmdAnlg:=true; //Activate the trigger to send the command

//Return the analog output status
if SendCmdAnig_RC = DNP3M_RESP_STATUS_SUCCESS then
bCmdSts:=true;
else
bCmdSts:=false;
end_if;
end_if;

Example of an integrity poll command:

This command is used for retrieving static values from the Slave station(s) instead of using the
Integrity Interval parameter in the master session.

Trig_Sendint...
Single_Shot
bSend|ntegPoll ATRIG  SIG bSend|ntegPoll
Inst_DNPIMINTPOLL
DNPIM_INTPOLL

SendintegPoll_Resdy

SendCmdintegPoll_Session SendintegFoll_RC
Execution of an integrity poll command, written in structured language:
SendCmdIntegPoll_Session:=0; //Session number
if SendintegPoll_Ready then
bSendiIntegPoll:=true;
else
return;
end_if;
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Example of an event poll command:

This command is used for retrieving events values from the Slave station(s) instead of using the

Event Interval parameter in the master session.

Trig_SendEy...
Single_Shot
bSendE ventPoll JATRIG  SIG bSendEventPoll
Inst_DNPIMEVPOLL
DMPIM_EVPOLL
EM READY
SendCmdEventPoll_Session SESN RC

Execution of an event poll command, written in structured language:

SendCmdEventPoll_Session:=0; //Session number
if SendEventPoll_Ready then
bSendEventPoll:=true;
else
return;
end_if;

4.6. Configuring error report variables
The configure error report variables:

1. Right-click on Session and click Add Variable...

2. In Operation, select Error Report

SendEventPoll_Resdy
SendEventPall RG

3. In Symbol, enter the name of the variable (e.g.: SlaveCommSts).

77 2
Symbaol: SlaveCommSts B
O peration: Ermor Report - J
Type: Binary [nputs

Faint Humber, |0

ak I I Cancel
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4.7. Example of multiple DNP3 Sessions in the Master station

In the Master station, a port (Channel) can carry more than one session. This allows the Master

station to exchange with more than one Slave station. You can configure multiple sessions
(Session) on one port in Ethernet mode and other sessions on the other port in serial mode.

In the example below, each Session on the Master communicates with a different Slave station

over the same serial communication port.

E DMP3 Master
B 25 Channel [Station B] ; Serial-1.Cann-1 B Session(4)
"g & Session 2] @ bO_AmLatchEnditer 3]
= bE_almLatchEndlter (3] -
o @ bE_Am0n 4 9 LD_AmlIn (4
— ; =2 bD_MawindSpdOwr [5)
3 Q bB_Lampluail (5] @ b0 _SensoiBadSts [3]
3 g E:—ﬁ;‘:&i:]d% O 5 @ bD_W5425_OpenParFail (2]
— - @ bD_'WS425_RovFail 1)
ip Qi bE_SensorbadSts (3] @ b0_WS425 SendFai [0]
§o ammmer P
@ bE_WS5425_SendFail (0] g Cs'e;g;:'[;;w'ndspd U
g [EIBIBTDT;:EEE;Z[[?] @ bE_AlmLatchE nditer (8)
B Session (3] @ bE_Amln [4)
@ bC_AlmLatchE ndlter [3) S BE_LampCur i 6]
@ bC_AImOn 4] W bE_Local [7)
@ bC_LampCurail (6] B bE_MaxwindSpdOw [3)
- @ bE_SenszorBadSts [3)
g EE—;ZZ‘:'J;LSWDW 5 @ bE_WS5425 DpenForFai (2
@ bC_SensorBadSts (3] G bE_WS425 FeFailll]
@ bC_WS425_OpenFortFai (2) & bE_WS420_SendFai [
@ bC_WS425 RevFal (1)
@ bC_W5425_SendFail [0)
@ diC_PresdwfindDir (0]
2 C_PresvwindSpd (1]

4.8. Example of configuring a DNP3 Master in static or event mode

The DNP3 Master protocol can be configured in static or event mode. Here is how the examples

are configured:

1- Example of configuring a DNP3 Master
2- Configuring the port in serial or Ethernet mode
3- Example of configuring a Session in either:
e Static mode
e Event mode
4- Example of configuring the Variables

4.8.1. Example of configuring a DNP3 Master

Ll [ M3 Master
2 Channel (Serial Port): Serial-1.Conn-1
4 RightwON

Mame | Walue
Log Traces O
|dze WS for flage and TimeStamp  Usze Std W51 and User bitz (1-3]

"H

ata
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4.8.2. Example of configuring a static Session

Enable unsolicited clazs 1

10 Drivers *

i=: dng DMP3 Master M arne | Walue

2 #x Channel [Station B] : Serial-1.Conn-1 Sezsion |0 2

5 Sezzion Mame Station B
B B4 RightwON Session () M azter ddress 1

= ] Outstation Address 2

E_ Feep Alive [mz) a

Integrity Interal 1z
Q_ Ewent Interval 0
g9

Enable unzolicited class 2

nin]
—

Enable unzolicited clazs 3
=2 UTC time baze
Command Time Out
Automatic Behavior

[iag Mask

OO0

1z
1E#00000C21
1E#00000000

The following configuration options are available in the Automatic Behavior window for

automatic processing of requests:

Select Automatic Behavior

v Clear [IN restart bit (0=0001)

[~ lssue integrity data poll on restart (0=0002)

[~ lssue integrity data poll after local 1M bit was set and cleared (0=x0004)

[~ lssue integrity data poll on timeout [0x0008)

[ lzsue integrity data pall on buffer overflow (0x0010)

v Use delay measurement in time sync (0x0020)

[ Perfarm time spnc on need time using senal method [0:0040]

[~ Issue event data poll when class 1, 2, or 3 1IN bit iz set (0:0030)

[~ Automatically enable unsolicited events upon remote or master device startup [0:0100)

[~ Automatically dizable unsolicited events upan remote device startup, Mot necessany, outstation should be disabled at startup (0:0200)

[+ Enable/Dizable automatic generation of application laver confirmations (0=0400)

[~ Perfarm time sync on need time using LAN method [0x0200)

[~ Exchange data set prototypes and descriptars with slave when [IM restart bit is et or when master restarts [Ox1000]

[~ lssue integrity data poll when session becomes 'onling', meaning connected (0<2000]
[~ Master Unsolicited Startup (0x4000]
[~ Request Obj 50 with integrity poll to Time Stamp values [0220000000)

o]

X

Cancel

ata
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4.8.3. Example of configuring an event Session

The following configuration options are available in the Automatic Behavior window for
automatic processing of requests:

Select Automatic Behavior

Iy

[~ lssue integrity data poll an restart (020002]

10 Drivers

B g DMP3 Master Marne | Walue
2 2 Channel [Station B) : Serial-1.Conn-1 Seszion D 2
] B Session (2] Seszsion Mame Station B
B @ bOpenClozetalve (0] Mazter dddress 1
= 3 diwfindDir (0] Outstation Address 2
E_ & rwindSpd (1] Feep dlive [mz) 1]
3 bOpenBreaker (1] Integrity [nterval 1]
Q_ F4 RightwON Ewent Interval 15
5 Enable uneolicited clazs 1
o Enable unzolicited class 2
B Enable unzolicited clazs 3
Uze UTC time baze |
Command Tirme Ot 1z
Automatic Behawior 1EH#00004521
Diiag Mazk TEHO0000000

Clear M restart bit [0x0001]

[ lzsue integrity data poll after local 1IN bit was set and cleared [0x0004)

[~ lssue integrity data poll on timeout (00008

[~ lssue integrity data poll an buffer overflow [0x0010)

I

|z delay measuremant in time spnc (00020

¥ Perform time sync on need time wsing senal method [0:0040)

v
i

|zzue event data poll when clazs 1, 2, or 3 1IN bit is set [0x0080)

Automatically enable unsolicited events upon remote or mazter device startup [0x0700]

X

[~ Automatically dizable unsolicited events upon remote device startup, Mot necessary, outstation should be dizabled at startup (0x0200)

Iy

Enable/Tizable automatic generation of application layer confirmations [Qx0400)

[~ Performm tirme sync on need time wsing LAN method [020800)

[~ Exchange data set protatypes and descriptars with slave when |IN restart bit is zet or when master restarts (021000)

[~ lssue integrity data poll when session becomes 'onling’, meaning connected [0x2000)
taster Unzolicited Startup [Oxd4000)

v
v

Reguest Obj B0 with integrity poll to Time Stamp values [0x20000000)

ok I Cancel

4.8.4. Example of configuring Variables in a Master Session

Here are some configuration examples for Variables of Type binary input and analog input. The
Point Number is unique for each Variable of the same type. The bBreakerSts and

rPressureValve Variables are not added to the Master session, since it is the Master that
modifies these variables by sending commands to the Slave.

Note: The Variable Type and Point Number must be identical on the Slave.
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Binary input Variable with point number O:

IO Drivers =
[B -k DHP3 Master Mame | Value

mh Ee

0

|I]:I<-|

- &= Channel [Station B]: Serial-1.Conn-1
£-B Session (2]
@ fwindSpd [1)
@ bOperBreaker [1]
18 RightwON

Binary input Variable with point number 1:

mh Eo

EEL

1§
L

10 Drivers *
E =4k, DNP3 Master

Elﬁx Channel [Station B] : Serial-1.Conn-1
5B Session (2]
3 bOpenClozey akve [0]
@ diwindDir (0]
@ twindSpd (1)
| B b penBraaker (1]

- RightwON

Analog input Variable with point number O:

IO Drivers *
E -4k, DNF3 Maszter

o
'H

B

E| & Channel (Station B) ; Serial-1.Conn-1
BB Session (2]
@ bOpenClosevalve (0]

divfindDir [0

@ twindSpd (1)
@ bOperBreaker [1]

Sumbol bOpenCloze' alve
Operation Fead data
Tupe Binary [nputs

Prairt Muriber 0

Mame | Yalue

Sumbol b0 penB reaker
Operation Read data
Type Binary Inputs

Prairt Murnber 1

74 RightwON

Analog input Variable with point number 1:

10 Drivers *

E =4k, DNP3 Master

mh Eo

¥

(NN NN

Elﬁx Channel [Station B] : Serial-1.Conn-1
BB Session (2]
- @ bOpenClosevalve (0]

@ bOpenBresker (1]

B

2 Rightw/OM

Mame | Walue
Syumbol divindDrir
Operation Fiead data
Type Analog inputs

Paint Mumber 0

Mame | Yalue
Sumbol g5 pd
Operation Read data
Tupe Analog inputz

Paint Nurber 1
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ot »

*— o —0
Example of the data exchange between Master and
Slave

The Master and Slave communicate with each other via a serial communication port. They
exchange data in either static or event mode. In event mode, the Slave station periodically
sends events to the Master station without prior request from the Master. In static mode, the
Master station periodically sends a poll to retrieve the data from the Slave station.

5.1. Example of Master and Slave operations in event mode

Operations at the Slave station: When the wind speed (rWindSpd) and wind direction
(diwindDir) variables change in the Slave station, it generates an event that will be sent to the
Master station. These events are sent according to the parameters of the Class they are defined
in (Class 1, 2 or 3). Class 1 has the highest priority, and Class 3 the lowest.

Properties | [rescription
—— B rPreszurelalve = 10.000000 Mamne W ariable
B = | Wers Driver Version Mumber
B fAwindSpd = 6.000000 Type Slave Dject Graup
& dwindDir = 254 PaintMurn Faint Murnber - Max value E5535
2 EventClass Event Class
2 StaticV ariation Static Wariation
g |ECE185052 Ewventy anation Event Variation

08 STRATOM [*0perating and Maonitoring for zenon®)

Hame | wers | Type | PairtMum | EvertClass | StaticVariation | Eventyariation
Pressuretalve 2 [40) Analog Dutpu.., 0 MOME [no event])  Default Defaulk
bEreakerSts 2 [10) Binary Output.., 0 MOME [no event])  Default Defaulk
rfindSpd 2 [30) Analog Inputs 1 OME Default Default
divwdindDir 2 [30) Analog Inputs - 0 OME Default Default
bOpenClogetfalve 2 [1] Binary Inputs 1] Twi0 Default Default
b0 penBreaker 2 [1] Binary Inputs 1 Twi0 Default Drefaulk

Pressure valve opening: To open the valve at the Slave station, click bOpenCloseValve and
change its status from False = True. An event is then sent to the Master station.

.~ [-0E DNP3S Properties | Description T Name | Walus | Type
— B Pressurealve = 70.000000 Mame Wariable fat Global variables

B = Wers Diriver Yersion Mumber diStnid 2 DINT

S rwindSpd = 10.000000 Type Slave Qject Group rPressureValve 70000000 REAIL

& diwindDir = 56 Pointh urm Pairt Mumber - M ax walue 55535 bBreakerSts BOO

@ bOpenClosealve = TRIE EvertClass Event Clazs rWindSpd 10.000000 REAIL

=] StaticWariation  Static Variation diWindDir 56 DINT

o |ECE185052 Evertdaniation  Event Yariation bOpenCloseValve BOO

o8 STRATOM [*0perating and Marnitaring for zernont) bOpenBreaker I} BOO

I =l RETAIN variables
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Circuit breaker opening: To open the circuit breaker at the Slave station, click bOpenBreaker
and change its state from False = True. The status is then transferred to the Master station as
an event.

o o DNP3S Froperties | Description T Mame | Yalue | Tupe
— B Preszure alve = 70.000000 Mame % ariable {a} Global variables
B B bBreakerSt: = TRUE Wers Driver Yersion Mumber diStnld 2 DINT
& rwindSpd = 1.000000 Type Slave Oject Group rPressureValve 70.000000 REAL
2 diwindDir = 87 Painthum Point Humber - baw value 65535 bBreakerSts TRUE BOOL
B bOperClozetfale = TRUE EwentClass Event Clase WindSpd 1.000000 REAL
@ bOperBreaker = TRUE StaticVariation  Static YV ariation diWindDir ar DINT
o8 |ECE185052 Event¥ariation  Event Yariation bOpenCloseValve TRUE BOOI
OiF STRATON [*Operating and Manitoring for zenon®] bOpenBreaker _ BOOI
I | RETAIN variables %

Operations at the Master station: The Master receives the events from the Slave station,

which notify it of the new Variable values. The data of the rwindSpd, diwWindDir, bOpenBreaker

and bOpenCloseValve Variables are then written to the corresponding Variables in the Master.
[V]Y

2 a0 DHPS Master M ame | Walue
@5 Channel (Station B]: Serial1.Conn-1 Seszion D 2

iz

. E E (2] Session Name Station B
B 2 M aster Address 1

3 @ diwindDir [0) = 353 Outstation Address 2

E 2 Mwind5pd (1) = 60.000000 Feep Alive [mg) i}

Q = Integrity Interval i}

= - Rightw 0N Event Interval i

€y Enable unzolicited class 1

o Enable unsolicited clags 2

B Enable unzolicited clazz 3 O
Ilge UTC time baze O
Command Time Out 1s
Automatic Behavior 1EROO004521
Diag Mask 16H00000000

Pressure valve opening: In the program of the master, change the value of the analog point
‘rPressureValve’ to 70.0. Then, the Master station sends an analog command to the Slave
station.

Circuit breaker opening: In the program of the master, change the state of the binary point
‘bBreakerSts’ from False =& True. A binary command is sent to the Slave station.

ata
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5.2. Example of Master and Slave operations in static mode

Operations at the Slave station: The Variables for wind speed (rWindSpd) and wind direction
(diwindDir) change periodically in the Slave station. In the static mode example, the Slave does
not send the events.

Pressure valve opening: To open the valve at the Slave station, click bOpenCloseValve to
change its status from False = True.

Circuit breaker opening: To open the circuit breaker at the Slave station, click bOpenBreaker to
change its state from False = True.

Operations at the Master station: The Master station periodically polls the points (rWindSpd,
diwindDir, bOpenBreaker and bOpenCloseValve) at the Slave station. The Master retrieves the
values of the Slave station points in this way. The data of these points are then stored in the
corresponding Variables in the Master. The Master executes the following commands:

Pressure valve opening: In the program of the master, change the value of the analog point
‘rPressureValve’ to 70.0. Then, the Master station sends an analog command to the Slave
station.

Circuit breaker opening: In the program of the master, change the state of the binary point
‘bBreakerSts’ from False = True. A binary command is sent to the Slave station.

ata
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Configuring a project in Master/Slave mode

This mode allows a RightWON to exchange data with one or more Slave stations and, in
addition, to exchange the data with a Master.

To configure the RightWON in Master/Slave mode, simply carry out the following steps in the
same RightWON:

Note: The license key needs to be installed only once for a DNP3 Master/Slave project.
1- Add and configure the DNP3 Slave in the RightWON configuration
2- Add and configure the DNP3 Master in the RightWON configuration
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